
Designing a Network

• More than assembling hardware and software

• You must consider:
– Capacity, response time, throughput, ease of use, 

reliability, security, and so forth

• Must be designed to fulfill the needs of the users

• You must custom tailor your design per the required
and/or desired user requirements



Network Design Process

1. Identify the uses of the network
2. List which tasks execute on which computers
3. Select the type of network: centralized or not
4. Select the Proper Equipment
5. “Draw” the network
6. Write the specifications
7. Built it!



Step 1: Identify the Uses of the Network

• This aligns with our network planning phase
• Need to determine why the organization needs a network
• Find out via interviews:

– The organization’s core business (What do they do?)
– How they want to change & improve business operations (How can 

a network help the business?)

• You want to interview the the owners, executives, managers, 
operations staff, etc.

• The more you find out about the business, the better!



Step 2: List Which Tasks Execute on Which 

Computers

• Know which applications and tasks have to be 
performed at each of the computers on the network

• You need to know how powerful each computer 
should be and what each computer should be 
capable of (CPU, RAM, HD Space, Monitor Size)

• This goes for both server and client computers
• Example: A computer for data entry versus a 

computer for video editing



Step 4: Select the Proper Equipment 

• Determine what networking equipment is right for the custom-
tailored network design

• Consider everything you had done so far:
– Identified the uses of the network
– Identified what task is done on what computer
– Peer-to-Peer or Client/Server architecture selection

• Also consider:
– Monetary constraints
– Reliability, Security, Availability, Scalability requirements



Desktop Selection



Server Type Selection



Server Selection



Tape Backup Option



Uninterrupted Battery Backup (UPS)



Networking Equipment



Physical Security



Cloud Computing

• Consider Software as a Service
– Office Productivity Software
– Data Backups
– Data Storage

• Infrastructure as a Service
– Cloud-Based Servers (Virtualized Server Space)
– Amazon Web Servers (AWS)

• Concern: Security. HIPPA Certified, PCI DSS



Step 5: Draw the Network

• By the time you reach this step, you should know the following:
– The purpose of the network
– The specifics of the network’s use
– The number of users and computers
– Whether the network will be centralized or not
– The network topology

• In this step, you want to draw the physical and logical design
– Physical layout of equipment and logical layout of IP addresses and your network(s) 

(Subnetting) 
– 10 in 1 Office
– 25 in 2nd Office in 5 years
– 1 Public Class C Subnet Purchased



Step 6: Write the Specifications

• The purpose of the specification document is:
– To limit the scope of the network design; prevents scope creep
– To provide a reference document for network administrators

• Should include:
– Why the organization is building the network
– What the network will be used for
– How many people and computers the network will support
– If the network is peer-to-peer or client/server
– The response time and throughput requirements
– The security requirements (physical and logical)
– The reliability requirements (availability)
– The scalability requirements
– Specifications & justification for all hardware and software

• Ensure the organization buy’s into your design specifications



Step 7: Build It!

• After you’ve completed steps 1 – 5 and the 
organization agrees, build the network!


